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OPEN SOURCE INTELLIGENCE
FOR ATTORNEYS

What is Open Source 
Intelligence?

Data collected from publicly available 
sources to be used in an intelligence 
context. “Open” refers to overt, 
publicly available sources.
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Question of law or fact?

Think like an investigator, not a 
lawyer.

ATTORNEY’S NEED FOR Open source intelligence (“OSINT”)

IDENTIFY AND LOCATE 
PEOPLE
You may need to identify or 
locate relevant people, or simply 
learn more about them.

ASSET SEARCH
You may need to determine if a 
person or business entity has 
assets (before you initiate a 
lawsuit against them).

DUE DILIGENCE 
RESEARCH
You may need to perform due 
diligence research on potential 
clients or business partners.

KNOWLEDGE GAPS OR 
VERIFY INFORMATION
You may simply need to fill in 
knowledge gaps or verify 
information you were told.
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Categories of OSINT

Internet Public Records News & Media Maps &
Satellite Imagery

Photography

Internet research
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Deep Web

Dark Web

Surface web
deep web │ dark web

The deep web, invisible web, or hidden web are 
parts of the World Wide Web whose contents are 
not indexed by standard web search-engines.

Surface Web

Search engines vs. directories

“Search Engines” and 
“Directories” are both tools 
that help us locate 
information on specific topics 
from other websites.

“Search Engines” search the 
content of Web pages to 
retrieve results relevant to 
the keywords we enter into 
their search boxes.

“Directories” are comprised 
of website links that are hand 
selected by people who are 
(usually) subject specialists.
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Google OPERATORS
“” Quotes

Exact words in exact 
order

- Minus Sign

A minus sign immediately 
before a word tells the 
search engine that you do 
not want pages 
containing the word.

OR

Search engines ignore the 
word “or” when lower-
case because it is too 
common to log.

AND

Search engines ignore the 
word “and” when lower-
case because it is too 
common to log.

* Asterisk

Wildcard

_ Underscore

Including an underscore 
between two words 
instructs the search 
engine to locate pages 
where the words are 
directly connected.

AROUND(N)

Used to designate the 
proximity of two search 
terms. A search for 
“Robert AROUND(2) 
Jones” locates pages 
where the terms are 
within 2 words of each 
other. 

~ Tilde

A tilde immediately 
before a word instructs 
the search engine to also 
search for synonyms of 
the word.

Other search engines

USA.gov

Duck Duck Go

Bing

Yahoo

Excite

Lycos

Dogpile

Yippy

Google Scholar
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Archived Internet
Finding Websites That Have Been Taken Down

Archived Internet
Mississippi Bar Association’s Website on April 18, 1997
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Finding people

Finding People

True People Search

White Pages

“Old School” 411

Social Media

Tax Assessor’s Records

Licensing Agencies

Professional License

Driver’s License

Obituaries

Private Databases

Credit Headers
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Importance of identifiers

False Positives

Address History

Date of Birth

Alias │Maiden Names

Name Variations

Email Address

User Name

Employer

Social Security Number

County of Residence

PUBLIC RECORD DIRECTORIES

“PUBLIC” DOES NOT NECESSARILY MEAN 
“AVAILABLE ONLINE,” “EASY TO OBTAIN,” OR “FREE.”



9

Electronic 
vs.

Paper

Free  ⎸Freemium
vs.

Subscription

Specific Sources
vs.

Aggregators

Public Records
Available in a Variety of Forms

Public Record Directories

Search Systems

BRB

Online Searches

Portico

Black Book Online

NETR Online

Law Enforcement Directory
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Searchsystems.net
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BRB – The Public record Authority
Key Public Record Resources for Legal and Investigative Professionals
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Online Searches

Court and criminal records
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Courts

Mississippi Electronic Courts

PACER │ RECAP │ Court Listener

Mississippi Administrative Office of Courts

Tribal Court Clearinghouse

United States Tax Court

Fast Case

Westlaw │ Lexis
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Mississippi Administrative Office of Courts

Statewide search of civil, probate, or felony records by a fax request.

Request should include the name, DOB, and full or partial SSN.

Only criminal felony cases with dispositions are reported.

The results report the county and docket number of the case.

Kehlye Gaddis
Phone: 601-576-4634

Fax: 601-576-4639
kgaddis@courts.ms.gov

Tribal Court Clearinghouse

Native American Tribes are sovereign entities and are not governed by
state or federal courts.

The Tribal Court Clearinghouse is a comprehensive website resource for
American Indian and Alaska Native Nations, tribal justice systems, victim
service providers, and tribal service providers.

The Tribal Law tab provides direct links to many resources including
Tribal Courts, Tribal Court Decisions, and Law Enforcement resources.
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Criminal background checklist

Mississippi Department of Corrections - Inmate Search

Mississippi Department of Corrections - Parolee Search

Mississippi Administrative Office of Courts – (Statewide)

Mississippi Electronic Courts (MEC) – (County of Residence)

Mississippi Department of Public Safety Driver Record Report

Mississippi Sex Offender Registry

Mississippi Band of Choctaw Indians Sex Offender Registry

Vinelink

Criminal background checklist
(Continued)

National Sex Offender Public Website

FBI State Sex Offender Registry

Federal Bureau of Prisons Inmate Finder

Public Access to Court Electronic Records (PACER)

Case Law Database – Westlaw │Lexis│Fast Case

Tribal Court Clearinghouse

Private Databases – Accurint │TLOxp│ Westlaw People Map

County Jail – Arrest and Booking Records
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Criminal background checklist
(Continued)

Social Media – Arrests.org│ Mugshots.com│ RapSheets.org

Corrections.com

Inmateplus.com

Theinmatelocator.com

On Site County Jail – Arrest and Booking Records

Onsite County Court Records Search

Mississippi Bureau of Investigations – Criminal Investigation Center

News and Media Databases

Vine Link
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Mississippi arrest and inmate records
Madison County Detention Center

Sex Offender Registry

National Sex Offender Registry

FBI State Sex Offender Directory

Mississippi Sex Offender Registry

Mississippi Band of Choctaw Indians Sex Offender Registry
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Police Reports in Newspapers
Using News Databases to Find Police Reports

Searchsystems.net premium database
Limited Mississippi Jurisdictions Covered
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Mississippi Bureau of Investigation
Criminal Investigation Center

Requires express written consent on the state’s Release Information 
Request Form.

There is a charge for the search. 

The search can be name based or fingerprint based.

Both charges and convictions are shown on the results.

Dispositions are available for less than half of records.

Private databases – public records
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Private Databases – Public record searches

Lexis Nexis Accurint

TransUnion TLOxp

Westlaw People Map

Thomson Reuters CLEAR

Delvepoint

Lexis nexis accurint
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LEXIS nexis Accurint

Bankruptcies

Liens and Judgments

UCC Filings

Phones Plus

People at Work

Driver’s License

Address History

Properties Owned

Motor Vehicles Registered

Watercraft

Comprehensive Report

LEXIS nexis Accurint

FAA Certifications

FAA Aircrafts

Criminal Records

Sexual Offenses

Florida Accidents

Professional Licenses

Voter Registration

Hunting/Fishing Permit

Concealed Weapons Permit

Associates │ RelaƟves │Neighbors

Comprehensive Report (Continued)
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Transunion - Tloxp
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Westlaw people map
Excerpt from Comprehensive Report
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Private Databases – public record searches
Their Value and Limitations

Great Research Tool and Starting Point

Great Supplemental Research Tool

False Sense of Security

False Negatives and False Positives

“National” v. “Multi-Jurisdictional”

The public record retriever network (PRRN)
Accessing Off-Line Public Records

Search Court Dockets in Person

View and Copy Pages From Case Files

Probate Documents

Liens and Judgments

Real Estate Records
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Real estate

Delta Computer Systems
Mississippi Property Tax Records
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Realtor.com
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Zillow.com
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News and media
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General News
Newspaper Databases

Newspapers.com

Newspaper Archive

Google News Archive

Newslibrary.com

Chronicling America

Library of Congress News Archive

Premium news Databases

EBSCOhost

ProQuest

Factiva

Westlaw News

Lexis Nexis News
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Newspapers.com

Newspaper directories

Onlinenewspapers.com

NewsLink.org
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Public notices – Mississippi press Association

Government Contracts

Foreclosures

Advertisements for Bids

Financial Reports

Unclaimed Property
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Obituaries

Obitcentral.com

Obits Archive

Familysearch.org

Findagrave.com

Legacy.com

Melissa Death Check

Ancestry.com

GenealogyBank.com

Deathindexes.com

Tributes.com

USA.gov Genealogy and 
Family History

Familysearch.org
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Maps and satellite imagery
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EarthPoint.us
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Tri-State Consulting services, inc.

Mississippi geospatial clearinghouse
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National Rail Network Map
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Acre Value
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Business records
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Identifying and locating lenders

MERS Servicer Id

FFIEC: National Information Center

FDIC Bank Find

Payoff Assist | Lane Guide

Mississippi Secretary of State

MERS servicer id
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FDIC Bank Find

Sample
Sample

Thank you for your attention!

Brad Jones
Vice President │Claims Counsel
Mississippi Valley Title
Old Republic National Title Insurance Company
601.961.4866
bjones@mvt.com


